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1. INTRODUCTION 

 

1.1 The Info-communications Development Authority of Singapore (ñIDAò) is 

issuing this Call-for-Collaboration (ñCFCò) to invite consortia to submit 

proposals (ñProposalsò) on the deployment of interoperable mobile Near 

Field Communication (ñNFCò) infrastructure and payment services via a 

Trusted Third Party (ñTTPò) model in Singapore.  

 

1.2 Consortium may comprise a combination of companies including, but not 

limited to, a TTP Operator, Payment or other Service Providers, Mobile 

Network Operators and / or Secure Element issuers. 

 
1.3 Consortium submitting Proposal for this CFC shall be known as 

Participant in this Public Document. 

 

2. IMPORTANT NOTICES 

 

2.1 For the avoidance of doubt, this Public Document for the Deployment of 

Interoperable Mobile Near Field Communication (ñNFCò) Infrastructure 

and Payment Services Call-for-Collaboration shall be read with and shall 

be subject to the Important Notices as set out in Annex A. 

 

2.2 This Public Document shall be read together with the Technical & 

Operations requirements as set out in Annex B and the Contactless E-

Purse Application (ñCEPASò) Over-The-Air (ñOTAò) requirement and 

framework for NFC mobile devices as set out in Annex C. Annex B and C 

shall be issued to Participants upon their request, and after their 

acceptance of IDAôs licence agreement. 
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2.3 Participants shall be responsible for any cost associated with the purchase 

of any specification or standard, released by any standard body or 

association, referenced within this document. 

 

3. DEFINITIONS 

 

3.1 The following words and expressions shall have the meanings hereby 

assigned to them except where the context otherwise requires:  

 

Issuer Security Domain (ISD) means the primary Security Domain 

belonging to the Issuer of the Secure Element (see definitions of Secure 

Element and Security Domain below). 

 

Mobile Network Operator (MNO) means the mobile telecom operator 

providing the mobile network access to mobile subscribers. 

 

NFC device means a combination of components, such as RFID antenna, 

NFC controller, with or without a Secure Element (SE), which is added-on 

to enable NFC capabilities on a mobile phone. 

 

NFC-enabled mobile phone means a mobile phone enabled with NFC 

capabilities using an add-on NFC device and SE. 

 

NFC mobile phone means a mobile phone with in-built RFID antenna, 

NFC controller and SE implemented on a Single Wire Protocol1 (SWP)-

enabled Subscriber Identity Module (SIM) card2. 

  

                                                 
1
 The SWP is a European Telecommunications Standard Institute (ESTI) specification for a single-wire 

connection between the SIM card and a NFC controller in a mobile phone. 
2
 A SIM card is a smart card inserted into a GSM/TDMA or GSM-only handset containing subscriber-related 

data. 



Deployment of Interoperable Mobile NFC Infra and Payment Services (Public Document) Page 5 of 65 

 

 

COPYRIGHT © INFOCOMM DEVELOPMENT AUTHORITY OF SINGAPORE, 2010  
 

NFC mobile service means a contactless service that is rendered 

through the use of an application deployed on an NFC or NFC-enabled 

mobile phone. 

 

NFC mobile payment service means a contactless payment service that 

is rendered through the use of a secure application deployed on an NFC 

or NFC-enabled mobile phone. 

 

Payment Scheme Operator means developer and provider of widely 

accepted payment instruments such as the credit card and multi-purpose 

pre-paid e-wallet. 

 

Payment Service Provider (PSP) means the providers of NFC mobile 

payment services, such as banks and issuers of payment products. 

 

Secure Element (SE) means a tamper-proof smart chip which stores the 

secure NFC mobile application and data. The SE can be implemented on 

a NFC device, such as a NFC-enabled microSD, or on a SIM card. 

 

Secure Element (SE) Issuer means the entity performing the role of 

issuance and distribution of the SE (typically bundled with NFC device) to 

consumers. 

 

Security Domain (SD) means the on-card entity providing support for the 

control, security, and communication requirements of an off-card entity, 

supporting security services such as key handling, encryption, decryption, 

digital signature generation and verification for their providersô 

applications. 

 

Supplementary Security Domain (SSD) means a secondary Security 

Domain other than the Issuer Security Domain. 
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Service Provider means the provider of NFC mobile services (both 

payment and non-payment services). 

 

Trusted Third Party (TTP) means the entity which serves as the trusted 

service manager between Service Providers and MNOs / SE Issuer(s) in 

the NFC ecosystem. 
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4. BACKGROUND 

 

4.1 NFC is a short range wireless communication technology that provides 

intuitive and simple two-way secured data exchange between NFC-

enabled electronic devices, such as mobile phones, digital cameras, smart 

posters, kiosks and TVs.  

 

4.2 With read-write capability and ñalways-onò data connectivity, NFC on 

mobile phones opens up a wide range of possibilities for innovative 

applications and services from over-the-counter mobile payment to over-

the-air (ñOTAò) top up of e-wallets, physical access control, airline check-

in, real-time mobile coupons redemption at payment terminals and smart 

poster advertising. Peer-to-peer e-money transactions and content 

distribution are other future NFC mobile services envisioned by the 

industry.  

 

4.3 IDA intends to catalyse the development of an interoperable, multi-

application mobile NFC environment that supports multiple Service 

Providers and multiple MNOs. Interoperability will enable subscribers of 

any MNO to access the full range of NFC mobile services offered by any 

Service Provider. The availability of NFC-ready contactless payment 

terminals and well-defined contactless payment standards offer a ready 

opportunity for early roll-out and adoption of NFC mobile payment 

services. Its wide adoption will in turn spur the development of new NFC 

applications, thus enriching the breadth of NFC mobile services and 

consumer experience.  
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4.4 After extensive consultations and deliberations with NFC Roundtable 

members, comprising PSPs, MNOs and government agencies, IDA and 

the Roundtable members issued a joint statement in Feb 09 to collaborate 

towards achieving an interoperable commercial deployment of a TTP 

infrastructure (Figure 1) that would provide a cost effective and scalable 

solution for the deployment of NFC mobile payment services. A Technical 

& Operations Requirements for the interoperable mobile NFC 

infrastructure in Singapore was also jointly developed subsequently.  

 
 

 
 

Figure 1: Trusted Third Party (TTP) Deployment Model 
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4.5 Figure 2 below describes the key functional roles of the entities in the 

mobile NFC ecosystem based on the implementation of Secure Element 

(ñSEò) on the SIM card. The broad roles, responsibilities and requirements 

of each entity are described in Annex B.   

 

  

Figure 2. Key functional roles of entities in mobile NFC ecosystem (for payment 

service with SE implementation on a SIM card). 

 

4.6 The TTP serves as the intermediary to both PSPs and MNOs in the 

ecosystem, delivering and managing secure NFC mobile services to MNO 

subscribers.  

 

4.7 In addition, the role of the Perso Bureau in servicing the PSPs for 

preparation and personalization of payment products for delivery to end 

customers may be outsourced to the TTP. 

 

4.8 Where the implementation of SE is not on a SIM card, the functions of the 

MNO as SE / NFC device issuer and manager may be performed by the 

SE Issuer. The specific pre-requisite requirements for the SE Issuer is 

specified in paras 7.2.2 and 7.2.3 of this document.  
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5. OBJECTIVES 

 

5.1 This CFC aims to achieve the following outcomes: 

 

5.1.1 Establishment of an interoperable, secure and scalable TTP 

infrastructure that provides an open and cost effective means for 

Service Providers to provide NFC mobile services to any mobile 

subscriber; 

 

5.1.2 A vibrant and sustainable multi-application NFC environment, 

beginning with development of NFC mobile payment services; and 

 

5.1.3 Widespread adoption of NFC mobile services by merchants and 

consumers. 
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6. SCOPE OF CFC 

 

6.1 The scope of this CFC is organized into the broad areas as described 

below. Detailed requirements for each area are described in Section 7. 

 

6.1.1 Mobile NFC infrastructure and ecosystem set-up 

Sections 7.1 to 7.3 describe the requirements for end-to-end 

implementation of the NFC infrastructure, covering TTP 

infrastructure, NFC devices, SEs and NFC mobile services.  

 

Section 7.4 describes the requirements for compliance with 

certifications and guidelines, as defined by the regulatory and 

governing bodies, to safeguard security of NFC mobile payment 

services and ensure data privacy of the consumers. 

 

Section 7.5 describes the requirements to ensure consistent and 

user-friendly experience across all NFC mobile services and NFC / 

NFC-enabled mobile phones. 

 

6.1.2 Assurance of Interoperability in Mobile NFC Ecosystem  

Section 7.6 describes the undertakings and commitments to 

business principles required to assure interoperability between 

entities in the NFC ecosystem.  

 

Section 7.7 describes the requirements for an open access TTP 

business model and commercial viability of the TTP operation and 

NFC business.  
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6.1.3 Service adoption and marketing plans/strategies 

Section 7.8 describes the requirements for achieving consumer 

and merchant adoption and usage of NFC mobile payment and 

value-added NFC mobile services.  

 

Section 7.9 describes the requirements to drive sustained adoption 

and usage of NFC mobile services by merchants and consumers. 

 

6.1.4 Intellectual property (ñIPò) rights 

Section 7.10 describes the requirements for assignment of IP 

rights for interface specifications and processes to IDA, so as to 

enable open integration of the TTP with prospective Service 

Providers and MNOs / SE Issuer(s).  

 

6.2 Participants are required to comply with the following:  

 

6.2.1 All requirements as stated in Section 7 of this CFC main document; 

 

6.2.2 The Technical and Operations Requirements as specified in Annex 

B; and 

 

6.2.3 The CEPAS requirements and framework as specified in Annex C. 

 

6.3 Participants shall highlight and explain all deviations, and provide 

assurance that the desired outcomes are not compromised by such 

deviations. All mitigating factors shall be clearly explained. 

 

6.4 Participants shall specify the roles and responsibilities of the respective 

Consortium member in the fulfilment of the requirements in this CFC. 
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6.5 Preference will be given to Participants who also comply with the Trusted 

Service Management specifications set forth by GSM Association or other 

international associations and standard bodies, such as GlobalPlatform. 

Participants shall highlight the areas where they are in compliance. 
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7. DETAILED REQUIREMENTS 

 

7.1 TTP Infrastructure and Operations  

 

7.1.1 The TTP shall serve as a trusted point of contact for Service 

Providers to deploy NFC mobile services to their subscribers 

across any MNO in the most cost effective and reliable manner 

and shortest time-to-market. 

 

7.1.2 The TTP shall comply with the requirements defined in the 

following sub-sections: 

 

7.1.2.1 Pre-requisites of TTP; 

 

7.1.2.2 Technical and process integration with Service 

Providers, MNOs / SE Issuer(s) and other TTP(s);  

 

7.1.2.3 TTP infrastructure scalability and availability; and 

 

7.1.2.4 Service lifecycle management and exception handling. 

 

7.1.3 Selected Participant shall carry out the development of the TTP 

infrastructure in Singapore wholly or in part. The deployment and 

operation of the TTP infrastructure shall be performed wholly in 

Singapore. 
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Pre-requisite of TTP 

7.1.4 Participants shall illustrate their compliance or ability to comply 

with all the requirements, particularly all necessary certifications 

for the provision and operation of NFC mobile payments services, 

specified in Section 7.4 of this CFC.   

 

Technical and process integration with Service Providers 

7.1.5 Participants shall illustrate how the TTP infrastructure is 

architected to support open integration with any PSP or its 

assigned perso bureau for, but not limited to, the following 

functions: 

 

7.1.5.1 Data preparation for personalising NFC mobile payment 

products; and 

 

7.1.5.2 Management of NFC mobile payment lifecycle 

processes including, but not limited to, all lifecycle 

processes as defined in Section 4.0 of Annex B. 

 

7.1.6 Participants shall describe the capabilities of the TTP 

infrastructure for configuration management between PSPs and 

TTP in association with delivery of NFC mobile payment services 

such as, but not limited to: 

 

7.1.6.1 NFC mobile payment service mapping to PSP; 

7.1.6.2 Approved type, brand and model of NFC / NFC-enabled 

mobile phone for each NFC mobile payment service; 

and 

7.1.6.3 Applications (applets, mobile wallet midlets, etc) that 

are associated with each NFC mobile payment service. 
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7.1.7 Selected Participant shall perform the following: 

 

7.1.7.1 Develop, publish and maintain a set of open data and 

transport communication interface protocol for all the 

interfaces to its lifecycle functions in para 7.1.5.2. The 

communication protocol shall describe all message 

formats, tags and rules for exchanging these messages 

with the PSPsô infrastructure. The protocol shall be 

based on open, non-proprietary standards so that it can 

be implemented on any open standard hardware and 

software available from a wide choice of vendors. 

 

7.1.7.2 Implement and maintain all configuration management 

required between PSPs and TTP as defined in para 

7.1.6. 

 
7.1.7.3 Develop, publish and maintain a set of standard 

operating procedures for all required configuration 

management with the PSPs. 

 
7.1.8 Beyond integration with PSPs, preference will be given to 

Participants who can integrate with other Service Providers 

providing secure value-added NFC mobile services.  

 

Technical and process integration with MNOs / SE Issuer(s) 

7.1.9 The TTP infrastructure shall be able to support any type, brand 

and model of GlobalPlatform-compliant SE issued by any MNO / 

SE Issuer connected to it, on any NFC-enabled and NFC mobile 

phone. 
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7.1.10 The TTP infrastructure shall at the minimum support both the 

delegated and authorised modes for SSD and security key 

management, across any MNO / SE Issuer and SE. 

 

7.1.11 Participants shall state its compliance with GlobalPlatform 

Confidential Card Content Management Specifications Version 2.2 

and higher, with all current and future amendments, for the TTP 

infrastructure interface and communication to the SE.  

 

7.1.12 Participants shall describe the capabilities of the TTP 

infrastructure for configuration management between MNOs / SE 

Issuers and TTP in association with NFC devices, SEs and mobile 

subscribers such as, but not limited to: 

 

7.1.12.1 Mobile number mapping to SEs; 

7.1.12.2 Change of mobile numbers by customers; 

7.1.12.3 List of NFC / NFC-enabled mobile phones (brand, 

model and version); 

7.1.12.4 List of NFC mobile phones, NFC devices and SEs 

(brand, model and version) supporting the different 

types of mobile wallets; 

7.1.12.5 SEsô mapping to security keys (for security keys 

created at factory level); and 

7.1.12.6 NFC mobile services enabled on each SE.  
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7.1.13 Selected Participant shall perform the following: 

 

7.1.13.1 Develop, publish and maintain a set of open data and 

transport communication interface protocol for all the 

interfaces to its functions including, but not limited to 

Security key / SSD allocation and creation via OTA, 

management of SSD lifecycle and all NFC mobile 

service lifecycle processes. The communication 

protocol shall describe all message formats, tags and 

rules for exchanging these messages with the MNOs / 

SE Issuer(s)ô infrastructure. The protocol shall be based 

on open, non-proprietary standards so that it can be 

implemented on any open standard hardware and 

software available from a wide choice of vendors. 

 

7.1.13.2 Implement and maintain all configuration management 

required between MNOs / SE Issuer(s) and TTP as 

defined in para 7.1.12. 

 
7.1.13.3 Develop, publish and maintain a set of standard 

operating procedures for all required configuration 

management with the MNOs / SE Issuer(s). 

 

7.1.14 Selected Participant shall illustrate how the set of data and 

transport communication protocol with MNOs / SE Issuer(s) will be 

applicable and reusable across secure NFC mobile services from 

payments to loyalty, coupons and ticketing, as well as across 

market segments from retail to transit.  

 
7.1.15 Selected Participant shall align the communication protocol to be 

in compliance with future specifications by GlobalPlatform Trusted 

Service Management Working Group. 
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Technical and process integration with other TTP(s) 

7.1.16 To enable cross-adoption of NFC mobile services which may be 

deployed by other TTP(s) in future, it is important for the TTP to be 

technically capable of interoperating with them. 

  

7.1.17 Participants shall illustrate how the TTP infrastructure is designed 

to support management of cross-TTP customer service requests 

and service lifecycle. 

 

7.1.18 Selected Participant shall perform the following: 

 
7.1.18.1 Develop, publish and maintain an open data and 

transport communication protocol to support cross-TTP 

functions. The communication protocol shall describe 

all message formats, tags and rules for exchanging 

these messages with other TTP(s). 

 

7.1.18.2 Develop, publish and maintain a set of standard 

operating procedures in support of the cross-TTP 

functions. 

 

TTP infrastructure scalability and availability 

7.1.19 The TTP shall provide optimal and responsive delivery of secure 

NFC mobile services to consumers.  

 

7.1.20 Participants shall describe / provide: 

 

7.1.20.1 The approach to achieving and ensuring scalability 

under peak load conditions and to accommodate 

projected growth of new NFC mobile services and 

service volumes, without compromise of service levels; 

and 
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7.1.20.2 An architecture diagram and server / equipment 

requirements of the TTP infrastructure, highlighting the 

average and peak number of Service Providers, the 

scalability of the configuration, number of MNOs / SE 

Issuer(s) that can be supported on the proposed 

configuration, as well as the service level for each 

connection. 

 

7.1.21 Participants shall state the service levels for the following to 

ensure high availability of the TTP infrastructure: 

 

7.1.21.1 Infrastructure uptime; 

7.1.21.2 System response time;  

7.1.21.3 System recovery time; and 

7.1.21.4 Problem resolution time. 

 

7.1.22 Selected Participant shall have a detailed disaster recovery (ñDRò) 

plan, which should include the DR strategy, DR architecture and 

implementation approach, recovery measures, recovery test plans 

and recovery service level agreements. 

 

7.1.23 Selected Participant shall comply with MASô ñBusiness Continuity 

Guidelinesò3 and ñInformation Systems Reliability, Resilience and 

Recoverabilityò guidelines (Circular No. SRD TR 02/2010 dated 30 

Jul 20104); and any subsequent related amendments / additions. 

 

  

                                                 
3
 Source: http://www.mas.gov.sg/resource/legislation_guidelines/risk_mgt/BCMGuidelines.pdf 

4
 Source: http://www.mas.gov.sg/resource/legislation_guidelines/banks/circulars/CircularISReliability 

ResiliencyAndRecoverability.pdf 
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Service lifecycle management and exception handling 

7.1.24 Participants shall comprehensively describe all functionalities, 

technical implementation and processes supported on the TTP 

infrastructure for lifecycle management such as, but not limited to, 

the following: 

 
7.1.24.1 Request and OTA download of NFC mobile services 

(registered and anonymous); 

7.1.24.2 Usage of NFC mobile services; 

7.1.24.3 Termination of NFC mobile services; 

7.1.24.4 Suspension and resumption of NFC mobile services on 

the SEs; 

7.1.24.5 Loss and replacement of NFC / NFC-enabled mobile 

phones; 

7.1.24.6 Change of NFC / NFC-enabled mobile phones; 

7.1.24.7 Change of MNO subscription; and 

7.1.24.8 Change of consumer mobile number.  

 

7.1.25 Participants shall also describe the tools and mechanisms in the 

TTP infrastructure for handling occurrence of exceptions such as, 

but not limited to, the following: 

 

7.1.25.1 Loss of connection or loss of data during OTA 

provisioning and personalisation; and 

 

7.1.25.2 Incompatibility of consumerôs NFC / NFC-enabled 

mobile phone with requested NFC mobile services. 
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7.1.26 Selected Participant shall base the design and development of the 

service lifecycle management on the processes outlined in Section 

4.0 of Annex B. The lifecycle management and processes shall be 

designed to provide the most efficient and direct means to 

complete each process, requiring minimal consumer interaction 

and data connection.  

 

7.1.27 For consistent consumer experience, Selected Participant shall 

harmonise lifecycle processes of common consumer usage and 

exception handling scenarios such as, but not limited to, OTA 

download, termination of NFC mobile services and loss of 

connection during OTA provisioning, across Service Providers and 

MNOs / SE Issuer(s). 

 

7.1.28 Selected Participant shall develop, implement and maintain a 

detail set of processes for handling of customer management and 

exception handling. The processes shall define the point(s) of 

customer contact, sequence of process flows, functions and 

operations performed by each entity, and responsibilities of each 

entity. 

 

TTP operational schedule and targets 

7.1.29 Selected Participant is required to achieve the following set of 

acquisition targets: 

 

7.1.29.1 The TTP shall secure connection agreements with at 

least 2 PSPs in Singapore. 

 



Deployment of Interoperable Mobile NFC Infra and Payment Services (Public Document) Page 23 of 65 

 

 

COPYRIGHT © INFOCOMM DEVELOPMENT AUTHORITY OF SINGAPORE, 2010  
 

7.1.29.2 For SE implemented on SIM card, the TTP shall secure 

connection agreements with at least 2 local MNOs. For 

SE implemented on NFC device, the TTP shall secure 

connection agreements with SE Issuer(s) capable of 

reaching and issuing its NFC devices and SEs to at 

least 55% of the local mobile subscriber base5.  

 

7.1.29.3 The TTP infrastructure shall establish all necessary 

connections to the MNOs / SE Issuer(s) and PSPs to 

commence operations within 8 months from the date of 

CFC award. 

 

7.1.29.4 The TTP shall establish connections with at least 2 

additional PSPs, making a total of at least 4 PSPs, 

within 20 months from date of CFC award. 

 

The timeline for achieving the acquisition targets is illustrated in 

Figure 3. 

 

  Figure 3. Timeline for acquisition targets. 

 

                                                 
5
 Based on IDAôs total post-paid subscription (3G) statistics 
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7.1.30 Preference will be given to Participants with connection 

agreements from a large number of PSPs and each with credit 

card-in-circulation of at least 10% of total number of main credit 

cards and charge cards6 in Singapore. 

  

7.1.31 To encourage the TTP to acquire more Service Providers 

subsequent to CFC award to deliver value-added NFC mobile 

services, IDA is open to consider supporting these Service 

Providers, especially if they possess large addressable customer 

base comprising at least 15% of mobile subscriber base7 in 

Singapore, in delivering their services through the TTP to 

customers across multiple MNOs / SE Issuer(s).  

 

7.1.32 Participants are required to state in Table 1, the projected number 

of Service Providers and MNOs / SE Issuer(s) that they would be 

targeting to acquire during the project period. 

 
Table 1. Projection of acquisition targets 

Performance T +   

8mths 

T + 

14mths 

T + 

20mths 

T + 

26mths 

T + 

32mths 

Total no. of unique Service Providers 

connected to the TTP (a breakdown of 

category of Service Providers and listing 

shall be provided) 

     

Total no. of unique MNOs / SE Issuer(s) 

connected to the TTP  

     

*Where T is the date of CFC award  

 

                                                 
6
 Based on MASô credit and charge card statistics  

7
 Based on IDAôs total post-paid subscription (3G) statistics 
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7.1.33 To facilitate entry of prospective Service Providers, the TTP is 

encouraged to work out a business arrangement bundling service 

offerings of connected MNOs / SE Issuer(s) into a standard 

service package. This would expedite prospective Service 

Providersô reaching to maximum number of mobile subscribers 

through the TTP. 

 

7.1.34 The TTP is required to maintain an open access business model 

with Service Providers and MNOs / SE Issuer(s) for at least 3 

years beyond the project period as specified in para 7.6.5.  

 

7.1.35 To sustain the interoperable NFC ecosystem, it is preferred that 

the Participants demonstrate their commitment to extend the 

partnership between the TTP and MNOs / SE Issuer(s) for a 

minimum period of 3 years beyond the project period. 
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7.2 NFC Devices and SEs  

 

7.2.1 In line with GSMAôs recommendation, IDA advocates the use of 

open-standard NFC mobile phones to enable the deployment of 

secure NFC mobile services. However, in view of the delayed 

availability of NFC mobile phones, IDA is open to consider the use 

of NFC devices, with SEs, provided these are proven to be:  

 
7.2.1.1 Sufficiently user-friendly;  

7.2.1.2 Compatible with wide range of mobile phones in 

circulation; 

7.2.1.3 Accepted on contactless terminals in the market; 

7.2.1.4 Able to support multiple secure applications from 

multiple Service Providers;  

7.2.1.5 Able to meet the security and performance 

requirements by Service Providers; and 

7.2.1.6 Able to migrate to NFC mobile phones with minimal 

service disruption to consumers and minimal 

intervention by Service Providers. 

 

The above requirements are detailed in paras 7.2.4 to 7.2.21. 

 

7.2.2 As the SE is intended to enable multiple applications from multiple 

Service Providers, the SE Issuer(s) shall demonstrate that its SE 

is widely acceptable, both technically and commercially, by PSPs 

at the minimum.   
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7.2.3 The SE Issuer shall clearly articulate its ability to effectively 

distribute the SEs and NFC devices to all consumers and 

efficiently manage issues related to the deployed SEs and NFC 

devices. In addition to the foregoing, the SE Issuer shall also be 

responsible for all the relevant requirements for SE and NFC 

device issuance and management in Annex B and C. In 

determining the ability of the SE Issuer to fulfil its obligations, 

some of the key considerations shall include, but not limited to: 

 

7.2.3.1 Addressable customer base; 

 

7.2.3.2 Reach of distribution channel, i.e. number, location and 

operating hours of distribution outlets; 

 

7.2.3.3 Ability to handle customer interactions and ñKnow Your 

Customerò procedures at point of distribution, i.e. staff 

strength, training, policies and procedures; and 

 

7.2.3.4 Supporting infrastructure, i.e. customer support 

infrastructure at distribution outlets, technical support 

services and customer hotlines. 
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User-friendliness  

7.2.4 Participants shall ensure that the installation of the SEs and NFC 

devices onto consumersô mobile phones is hassle-free with 

minimal education to and intervention by consumers. Where 

installation of SEs and NFC devices is performed by MNOs / SE 

issuer(s) / PSPs, Participants shall describe the processes and the 

length of time required for the installation onto consumersô mobile 

phones. 

 

7.2.5 Participants shall state all requirements and functionalities of the 

SEs and NFC devices, including but not limited to:  

 
7.2.5.1 All hardware or software requirements that the mobile 

phones need to comply with to support the NFC 

devices and SEs;  

 
7.2.5.2 All user intervention(s) required to use the SEs and 

NFC devices on the mobile phones for any usage 

scenario such as, but not limited to, powering up the 

SEs and NFC devices for enabling of card emulation 

mode. 

 

Wide compatibility with mobile phones in circulation 

7.2.6 For NFC-enabled mobile phones, Participants shall provide an 

estimation of the existing subscriber base in Singapore holding 

mobile phones compatible with the SEs and NFC devices.  
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7.2.7 The TTP and MNOs / SE Issuer(s) shall clearly describe their 

plans or roadmap to issue, test and support new SEs and NFC 

devices and/or NFC mobile phones from different manufacturers. 

The TTP and MNOs / SE Issuer(s) shall clearly state any 

agreement with NFC device makers, mobile phone manufacturers, 

SIM card manufacturers or other industry partners to facilitate 

such testing and also provide a timetable for the respective 

commercial product launches. 

 

Acceptance on contactless terminals in the market 

7.2.8 The deployed SEs and NFC devices shall be accepted at all 

deployed contactless payment terminals in various sectors (e.g. 

retail, F&B) for NFC mobile payments.  

 

7.2.9 Selected Participant shall ensure that the SEs and NFC devices 

issued support the card emulation mode for NFC functionality at 

the minimum.  

 

7.2.10 Selected Participant shall ensure that the SEs and NFC devices 

issued comply with the implementation guidelines as mapped out 

in Section 2.0 of the ñReference Specification for CEPAS 

Implementation in Mobile Deviceò in Annex C, in particular, the 

SEs shall implement the contactless parameter configuration 

specified in Section 4.2 of the same document.  
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7.2.11 Preference will be given to Participants whose SEs and NFC 

devices support both ISO 14443 type A and B, or have public 

commitment from the manufacturer(s) to incorporate both ISO 

14443 type A and B within 6 months from Proposal submission 

date. IDA is open to consider SEs and NFC devices which only 

support either type A or B subject to the Participants showing 

proof of wide availability of deployed acceptance points for these 

SEs and NFC devices in Singapore. 

 
7.2.12 For mass adoption of NFC mobile payment services, it is desirable 

for the SEs and NFC devices to be accepted at all deployed 

contactless terminals in transit. 

 

Multiple secure application support on SE 
 
7.2.13 The MNOs / SE Issuer(s) shall ensure that the SEs issued support 

multiple SSDs, the different security key hierarchy, and either 

delegated or authorised modes for SSDs and security key 

management as illustrated in Figure 4, so as to enable support for 

multiple secure applications from multiple Service Providers. The 

MNOs / SE Issuer(s), TTP and Service Providers shall comply 

with the roles and responsibilities for security key management as 

described in Annex B.  

 

Figure 4. Security domains and security key hierarchy for SE. 
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7.2.14 The MNOs / SE Issuer(s) shall describe the secure memory 

architecture, secure memory size and estimated number of SSDs 

that can be created in the SE.  

 

7.2.15 Selected Participant shall ensure that each SE issued shall at the 

minimum support 4 SSDs, each with sufficient memory catered for 

the installation of a widely used payment scheme such as, but not 

limited to, Visa payWave, Mastercard PayPass and CEPAS 

payment. 

 

Security and product specification of SEs and NFC devices 

7.2.16 Participants shall describe the mechanisms used to uniquely 

identify each SE to an individual mobile subscriber, identify all 

possible scenarios where the identification might be duplicated 

and provide measures to prevent such scenarios so as to avoid 

identity fraud cases. Where the SE is implemented on a SIM card, 

the unique identifier used shall be based on the Integrated Circuit 

Card Identifier (ICCID) of the SIM card. 

 

7.2.17 Selected Participant shall ensure that SE issued comply with Java 

Card (V2.2.2 and higher), and the GlobalPlatform Confidential 

Card Content Management (V2.2 and higher), including all current 

and future amendments. 

 

7.2.18 Selected Participant shall ensure that all SEs issued are certified 

by EMVCo.  
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7.2.19 Selected Participant shall also ensure that all SEs, NFC devices 

and NFC mobile phones issued are at the minimum approved for 

use by payment scheme operators Visa, MasterCard and at least 

1 CEPAS issuer for the deployment of Visa payWave, MasterCard 

PayPass and CEPAS payment in retail. Preference will be given to 

Participants with SEs, NFC devices and NFC mobile phones 

approved by many payment scheme operators. 

 

Migration to NFC mobile phones 

7.2.20 Participants shall also provide a plan clearly describing how they 

intend to migrate NFC mobile services from the existing SEs and 

NFC devices to NFC mobile phones, when the latter becomes 

available. This migration shall be as convenient as possible to 

consumers and require minimal intervention by the MNOs / SE 

Issuer(s), TTP and Service Providers.  

 

7.2.21 Selected Participant shall provide the migration of NFC mobile 

services to NFC mobile phones at no or minimal charge to 

consumers. 
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7.3 NFC Mobile Services  

 

7.3.1 With the availability of NFC-ready contactless payment terminals, 

IDA sees the opportunity to drive early adoption of NFC mobile 

services starting with NFC mobile payment services. The promise 

of NFC goes far beyond mobile payments.  The deployment of 

wide range of value-added NFC mobile services is desirable to 

enrich consumersô mobile experience and create a vibrant NFC 

market. 

 

7.3.2 Selected Participant shall at the minimum deploy the following set 

of NFC mobile services: 

 

7.3.2.1 To ensure a wide choice of NFC mobile payment 

products for consumers, Selected Participant shall 

deploy at least 4 payment services based on widely 

accepted credit payment schemes in Singapore such 

as, but not limited to, Visa and MasterCard, and at least 

1 CEPAS payment service for retail. At least 2 of the 

payment services shall be deployed by 8 months from 

CFC award (i.e. at scheduled date for commencement 

of TTP operation), at least 1 additional payment service 

deployed within 14 months from CFC award, and at 

least 2 more payment services within 20 months from 

CFC award. These NFC mobile payment services shall 

be made available to mobile subscribers across 

multiple MNOs. 
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7.3.2.2 To provide a rich consumer experience beyond 

payment services, Selected Participant shall deploy at 

least 3 value-added NFC mobile services, such as 

coupon, ticketing, reward and loyalty, from Service 

Providers unaffiliated to any PSP. These services shall 

be deployed within 20 months of CFC award, out of 

which at least 1 deployed within 14 months of CFC 

award. These value-added NFC mobile services shall 

be made available to mobile subscribers across 

multiple MNOs.  

 

These services shall at the minimum be loaded through 

the TTP infrastructure and utilise the contactless 

capability provided by NFC technology for its service 

functionality, such as coupon redemption through 

contactless payment terminals. Participants are 

encouraged to make use of the mobile enablers 

developed from IDAôs Digital Concierge Programme8 

such as the ticketing enabler and location enabler, for 

its proposed value-added NFC mobile services. 

Preference will be given to Participants who are 

committed to work with IDA to define a set of open 

industry standard for their proposed value-added NFC 

mobile services so as to enable interoperability of their 

services across NFC / NFC-enabled mobile phones and 

contactless acceptance terminals. 

 

The timeline for achieving the service deployment targets is 

illustrated in Figure 5. 

                                                 
8
 Digital Concierge Programme information can be found at www.digitalconcierge.sg 
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Figure 5. Timeline for service deployment targets. 

 

7.3.3 Participants are required to state in Table 2, the projected number 

of NFC mobile services (breakdown by payment and value-added 

categories) that they are committed to deploy within the project 

period. 

 

Table 2. Projection of service deployment targets 
Performance T +   

8mths 

T + 

14mths 

T + 

20mths 

T + 

26mths 

T + 

32mths 

Total no. of NFC mobile payment services 

deployed through TTP to subscribers 

across multiple MNOs  

(cumulative) 

     

Total no. of value-added NFC mobile 

services deployed through TTP to 

subscribers across multiple MNOs 

(cumulative) 

     

*Where T is the date of CFC award  

 

7.3.4 In view that the NFC mobile services deployment hinges on the 

eventual commercial agreements between MNOs / SE Issuer(s) 

and PSPs, each MNO / SE Issuer shall secure and furnish 

agreements for service deployment with at least 2 PSPs. 

 


