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Viet/aten ieIINGVVIEANNReJEE: X
= Anticipated proliieraten el VWIEAIN

= Drawbacks 1 current VWISAN

- Physicall layer Isstesy suchras aveallzisii/ o
freguency: spectrum anaintererenceWitigrouIen
wireless systems

- Performance I1SSUes suclas deficienecyAin
throughput rate, guality’ ei Service: and seal iy,

- Application ISsues suchias securty and reaming
capabilities




NGWILAN Vision

= Performance
— o) previde highr dataiete
= Mobility
— o provide seamless roaming acrosst aliierent

WLAN networks or" betweenwireless, AN
networks, and' cellular netwerks

= Security

— 10 provide good authentication; and: stienag
encryption

= Quality of Service (QoS)
— To guarantee bandwidth fier applications




A2 @ljeChiVES

= i@ stuidys andranalyZeriesieasipninao)
deploying the: NGWWIEAN

= o highlight the isstesrandchalienegestvien
deploying NGWILAN

= To-create awareness as Well asi provide
recommencdations te assist erganizatieRNn
decision making; fier depleoyment eirNGVVIEAN
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Iirials SCepE

= 6-month taalat NiU campusWas coREUELEENaANIE
GPS Center and RINEt:

= Performance(l EEE 802 12 VieeiitydvieieNP)s
Security: (I1EEE 802. 1) test: Were evaltated:

— QoS was not Included’ = Q6S Standard (I EEE
802.11e) IS net yet ratiicd and nermplEmeERtEuo)s

IS . availlable.

= Technolegy Assessment, but net Preduct EVallaiien =
4 x‘wireless LAN equipment venaers, 2> ViehinelE
vendors and 1 x 802.1x vender participaied 1 the

trial.
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Performance =N EEES02Zr e

Open Envirenmenit - Open Eeld
Semi-Open EnvireRmenis = Sheltered Ares
Clesed Environment: - Office

Co-Channel Interference

Adjacent Channel Interference
Intéer-Building| Lass

Inter-floor Signal Loss
Contention

Moving Vehicle
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Perfiermance — lEEESO2M 12
Open Envirenment— Gpen Eeld
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Throughput Versus Distance @ Open Field
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50 100 150 200
AP-Client Distance (m)

Coverage Is around: 230 meters

Throughput at 15m Isi —21Mbps: dropping at
~1.3Mbps/10m

Max throughput ofi 802.110bIs around —5Mibps
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Performance Test
Semi-Open Envirenment=ShEelteredMrea
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PEHGIINENCENIEST
SemI-Open Envirenmeni="ShEelierec AGEa

Single-Cell Single-Client @ CCE
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e Throughput at 15m Is 17Mbps
e Drop Iin throughput is areund 4MBps/10m
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Performance — 802.11a
Closed Environment - Office

Single-Cell Single-Client @ CRL

Data link
rate

—{

Throughput

15
AP-client distance (m)

e Throughput at 15m Is 10Mps
e Drop In throughput is areund SMiBps/10m
e Effective throughput is —40% of data link rate




PErermancEe =1 EEEN G002
Co-Channel Intererence—OpeniEield

P

Interfering source ‘ '1\




Sefiofreifics — |EEE S02 Ll
Co-Channel Intererence—OpenikEeld

CClI versus distance @Open Field
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e Drop in throughput Is around 40% at 75m
e Drop in throughput Is around 20% at 200m
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Performance — | EEE 802 112
Adjacent Channel Intererence — ORenEIeld

ACI Versus Distance@Open Fleld
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e Drop in throughput Is around 40% at 1m
e Drop In throughput Is negligible beyond 5m




PErGHIIcNCE
Inter-Bullding SignalflCess




PEHGINENGCE
Inter-Bunding SighaifCess

Inter building signal loss with Tx at level B4
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e Free space loss Is observed at high fleers
e [ower floor has around 10dB excess loss due te tFees

e Signal drop at the rate ofi around 15dB/10m WheR
blocked by corner ofi a building




Performance — IEEE
Inter-Floor S e
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Number of floors between Tx and Rx (Rx fixed at level B1)

e Signal loss through floors Isimore than S0dB
(Specific to this building: depends on bullding strcture)




Perfermance = EEES02 iz
Contention

o Totall Threughpul e & conclient ClientsieioprlErNers0 Y
as compared With' 2 Single aCCESSES

CI nt D Client C Client B Clie l\A CI nt #4  Client #3  Client #2  Cliel t#l
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Perfiermancer=JiE E = 8 O 2 1 a
Moeving\VeRicle

—140mrdirwve

) rOUGRPULTS
measured tprto
S0Km/h

- Handove elay nges fram 0.6S te 35
e Handover delay Is independent: of speed meastired
up to SOKm/h




SUMMaR/ el PERIGHNERCENIESHS

o Compared ter 802. 11, 02 e generaliy/ A icsis
times higher thretighpuis, PUShererange

o Throughput depends on type Gl GpErang
environment. Eg. fior a range: of L5

= Open field: 21NMbps and dreps ail kate o)
1.3Mbps/10m

o Semi-open (Cafeteria): 1 7Mps and drepstat the
raté of 4Mbps/10m

e Enclosed (office): 10Mbps and drops: at the: rate
of 5Mbps/10m




o Co-channelfinterference s sigRiicCantWitaNmeHE
than 40% drop in threugpUiWHERNEISECORENAR
IS 75m away/.

o AP with non; everapping channels canfco-exist
as long as they’ are separated 1y =5Sm

e Results ofi moving vehicle test sipw! that speed
(measured to 50Km/h) does net affect
throughput and handover delay of 602.112:
system




Vielnint/ =eieNi=

o Roaming SCENArIGS

o Within EnterpriserNetwork
o Between Enterprse Netwolik and \WikelessHSENAVISE)

network
o Between 2 WISP Networks

o Between WLAN and GPRSH Network

e Jests
e Connectivity.
e Handover Delay
o Application Perfermance
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Vielanit/=sVclei
Wit Enterprise INETWEKK

MN - Mobile Node

FN - Corresponding Node
HA - Home Agent

FA - Foreign Agent

Intemnet

FA2 HFNzg ’
\

AP

Router
EE %f?_ IFN3 |—g

Shniffer 1: MN moves from HN to FN1
Shniffer 2: MN moves from HN to FN3
Shniffer 3: MN moves from HN to FN4




Viehile PHIESINRESHILS
(WitRIRFERIEIPISE)

= Handover Delay
— from Home to Foreign network — 4-6 seconds

= Performance in Foreigh network
— Throughput

= from corresponding node to mobile node ~12% drop

* From mobile node to corresponding node ~9% drop
— Real<time application

= Jitter < 15ms

= Data lost ~0%

= MOS maintained at 4.4 “very satisfied”

e During handover, data loss can be ~90%




FA with
reverse
tunneling

Vielnity/A=s\Vicesliz
Enterprise-\WWISPNetwWwerk

Hotspot

Enterprise Network

e Firewall traversal worked fine (reverse tunneling feature in FA)
e Integration with independent VPN system is a challenge




Vielanit/=sVclei
Wireless/ ISP — Wireless ISP Network

172.16.230.254
Switch

———
]

172.16.211.251
N =
-]
Switch

FA §ﬁ??]7

FA - Router

155.69.230.248

ENTERPRISE

NTU

Backbone

155.69.230.246

=

FA - Router

Switch

155.69.230.245

HA

=

—

HA - Router




Wleei ey — Maoglle | F
Wireless IS =G PIRSHNEMGIH

Enterprise
Network

WLA
N1

e Network Address Port Translation (NAPT) Traversal is needed




Vielanity/ =VeneMi=
WICAN = GPR'S NetWoirk

= Throughput —1.8kisps
— Throughput drep by —99% WICANE=NGRRS
= Poor performance for Real-timerApplications

— data loss —90%
— Jitter —80ms
— MOS +1 “very dissatisfied”

— Not suitable for real-time application




Sitplaieiey af Meglle |

Portability and seamless roaming demonstrated for both
non-real time and real time traffic

The network throughput in foreign network drops by
— around 12% for data from CN to MN and
— around 9% for data from MN to CN

VPN + MIP

— Single system with build-in VPN + MIP works fine
— MIP with independent VPN system still an issue

FA configured with reverse tunnelling can be used where
MN roams out of the firewall

Seamless roaming between GPRS and WLAN Is possible
If the HA supports Network Address Port Translation
(NAPT) Traversal




SECUIKIiLY,

o |[EEE 802.1x EFeattrerVenhcauon

o Depleyment:MederVerlicaen

o Enterprise Model

o WISP' (Wireless' ISP) Viodel

« Clearing House Moael
e Bilateral/Multilateral Medel

o WEP Impact on Perfiermance




Secuty/ =" I EEESOZ AbaEcahiie
Verification (1)

802.1x/EAP Mutual Dynamic WEP Support
Compliance Authentication

EAP-TTLS Yes Yes Yes
EAP-TLS Yes Yes Yes

EAP MD5 No

4’ I:llil
802.1x Access Point E
Laptop computer
with 802.1x client

EAP Radius
Server

Certificate Authority
Server




Sieigtifiny — ||EEE S02 ‘| ¢ Feeiil|fe
Verhcaton(2)

e EAP-MD5

e Lack of support for dynamic WEP keys
e Not appropriate to be used in secured implementation
e EAP-TLS
e Supports mutual authentication
e High administrative overhead - Need to maintain client
certificates both in the Radius server and in the client
e EAP-TITLS
e Supports server authentication - Only one certificate is needed
on the Radius Server

e Much less certificate to be managed
e Not all products support




SecuUriity =~ DepleymenitlieeelNermHicaiion
Enterprise Viedel

ALY

(Outer)

INTRANET

Hardware Firewall
(Inner)

DHCP Server

RADIUS Server

A

1 saane

802.1x

s

Hardware Firewall I 1 ,
| '
= — i

L WEP (128 bit)
" o
|E| WLAN AP




SEecUrity ~ DepleymenitivieeelNemicaiion
WASENVIeEE!

e Clearing House (may be multilevel)
 Bilateral/Multilateral Agreement

| Clearing House
%

I
RADIUS Server |

DHCP Server

RADIUS Server DHCP Server

RADIUS Server




Impact eif SEcCUREeatlesion
PEGINENGCE

Dynamic WEP (128 bit key with EAP-TLS) scheme was
evaluated

No significant impact on performance (key refresh
iIntroduce latency <0.7s)

With VPN/FW: - Throughput drop by ~20%

- MOS maintained at >4 “Very satisified”

Laptop computer
with Chariot Endpoint




KeVEIREIRESHES)

Performance — IEEE 802.11a
= Effective Throughput about 40% of Data Link Rate

e Coverage range is up to ~230 metres in open and un-
obstructed environment

e The effect of CCI was very significant - Careful
frequency planning should be exercised to avoid
performance degradation

e Adjacent Channel Interference can be avoided - Access
points had to be at least 5 meters apart




Key EiRdingsi2)
Mobility — Mobile IP

e Feasibility of deploying mobile IP for deployment
models was demonstrated

e Roaming between WLAN and GPRS is feasible

e Integration between Mobile IP and independent VPN
system is a challenge

Security
Use of 802.1x-EAP schemes was verified

Use of Dynamic WEP Encryption Scheme has no
significant impact on performance

Feasibility of deploying typical enterprise and WISP
model was demonstrated




Conclusion

TThe tral serves e preVvicde assessimeERit Girthe
current NGWIEAN  capabilities builr NEEE 1OrNIOLE
that as wireless; technelegies;areradvanciing
rapidly, these capabilitiesiwillfchange teer - he
trial serves te previde a snap-shel; as ol ReWW:
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